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Digital resilience

The ability to keep your organisation and 
customers securely up and running in the 
face of any disruption
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Cisco powers how people and technology work together across the 
physical and digital worlds

AI-ready data centers
Transform data centers to power AI workloads anywhere

Future-proofed workplaces
Modernize everywhere people and technology work and 

serve customers

Accelerated by Cisco AI

Digital resilience
Keep your organization securely up and running in the face of any disruption

Secure global connectivity
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Trust is built in times of crisis, are you 
the person that your customers turn 
to when everything is on the line ?
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The Partner Architect’s Role in Digital Resilience 

Strategic 
Advisor

Optimise 
Performance 

Risk 
Appetite

Your job is to embed Assurance & Observability across all of this 

Cisco Portfolio 

Designer & 
Influencer
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Network team IT team Security team Engineering team
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Just ask those 
silos when there 
is a problem ?
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Network team IT team Security team Engineering team

© 2025  Cisco  and/or  its affiliates . All rig hts  re served .

The ability to detect, investigate, and respond is a data problem
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Team struggle to correlate cause and effect

Keeping a business up and running is hard

KPIs

Infrastructure 

Application services  

Revenue 
Customer 
Satisfaction  

Brand 
Reputation  

Supply Chain DigitalOnline 

Traditional solutions focus on infrastructure-level monitoring & performance reporting

Host/OS Network Database  Cloud   Servers   Desktop   VM  

Business services  
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Team struggle to correlate cause and effect

Service layer
eCommerce, Customer Support, Marketing, HR, 
R&D, Compliance, Supply Chain, Manufacturing

Infrastructure
Power – Servers – Networking - Storage 

Application services
Physical & virtual OS – Database – 
Middleware – App servers

Business layer
Order management – Warehouse 
management – Transport - Payments

Revenue 
Customer 
Satisfaction  

Brand 
Reputation  KPIs

Order 
Fulfilment

x40

Keeping a business up and running is hard
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Team struggle to correlate cause and effect

If this is your environment, good luck

Service layer

Infrastructure
Power – Servers – Networking - Storage 

Application services
Physical & virtual OS – Database – 
Middleware – App servers

Business layer
Order management – Warehouse 
management system – Transport 

Revenue 
Customer 
Satisfaction  

Brand 
Reputation  KPIs

Order 
fulfilment

x40
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Team struggle to correlate cause and effect

With Splunk + Cisco + Thousand Eyes, you don’t need luck

Service layer

Infrastructure 

Application services

Business layer

Revenue 
Customer 
Satisfaction  

Brand 
Reputation  KPIs
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Team struggle to correlate cause and effect

Service layer

Infrastructure 

Application services

Business layer

Revenue 
Customer 
Satisfaction  

Brand 
Reputation  KPIs

With Splunk + Cisco + Thousand Eyes, you don’t need luck
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This is what your environment can look like with Splunk



© 2025 Cisco and/or its  affiliates. Al l r ights reserved. Cisco Confidential

Detect the impact of a technical services on the business
The ecommerce site goes down, halting all sales

Investigate

Respond

Detect
With end-to-end 
service visibility, 
detect the issue 
immediately 
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Diagnose the root of the problem as a bad API call

Investigate
A bad API call in 
the payment 
service is 
identified as the 
root cause

Respond

Detect
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Resolve associated problems

Investigate

Respond
AppDynamics 
shows impacted
MySQL databases 

Detect
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Prevent the next outage

Investigate

Respond

Detect

Update standard 
procedures to 
prevent future 
issues
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We’re building a safer and more resilience digital world.
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The evolving world has 
created new demands.

Downtime is 
detrimental

Large companies lose 
$200m/year in costs 
from downtime

Cyber risk is 
business risk

Cyber is now the #1 risk 
and a growing problem 
thanks to AI

Resilience is 
regulated

Governments have 
enacted stiff penalties 
for non-compliance

Innovation velocity 
is essential

Getting products to 
market faster is a 
competitive advantage
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Edge
data centers

Mobile 
networks

Wireless
gateway

Cloud 
providers

BYOD

Enterprise 
edge

Regional 
data centers Local

ISP Transport

Mobile user

SaaS
provider

Factory

Cameras & 

sensors

Home office

Enterprise HQ

Enterprise

data center

Branch office

It’s hard to be resilient
Complex environments, growing data siloes make it hard to get ahead of 
issues, inside and outside your environment

Cloud
provider
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Operations

Audit

IT

Architects

Developers

Engineers

SREs

Security

Network

Service disruptions often look the same
But different teams struggle to see a holistc view to solve 
the problem



How do you prepare for and recover from 
unexpected disruptions?
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Build digital resilience with Cisco

Prevent issues

 End-to-end visibility 
and insights across your 

entire digital footprint

Adapt quickly

Platform approach
combined with 

persona-specific tools

Accelerated by AI with domain-specific insights

Remediate faster

Fully open, yet tightly 
integrated 

across the Cisco portfolio
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Cisco + ThousandEyes + Splunk 
The data platform fueling digital resilience

Unowned networks        Your infrastructure        Threat intel        Users

Cloud infrastructure        Devices        Your apps        Third party apps 

Data 
platform

Assurance Observability

Security 
Operations

Data

Security
Comprehensive threat detection, investigation & 

response for orgs of any size & maturity

Assurance
Seamless connectivity across cloud, 

internet and enterprise networks

Observability
Prevent downtime and optimize experiences with 

visibility and insights across digital systems
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Splunk IT Service Intelligence

Splunk Platform

ThousandEyes

Insights across owned and 
unowned network infrastructure

Splunk Observability 
Cloud

Insights across cloud-native 
applications and infrastructure

Splunk AppDynamics

Insights across hybrid and 
on-prem applications 

and infrastructure

Cisco covers the entire enterprise 



Access
the Right         

Data

Accelerate
the Right             Apply

the Right  

Analytics

Actions

Enabling digital resilience through security & observability
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Private

Bank Branch Mobile BankingOnline Banking

Mortgage
Services

Investment
Services

Account
Service

Credit Bureau
API

E-Payment
Microservices

VM VM VM VM VM

Public

Private

VM VM VM

Private

Public

Splunk gives end-to-end 
visibility of a client

Find clear and present 
problems in a client’s business

Propose to consult & sell 
solutions to these problems

With Splunk, find client problems worth solving
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Assure connected experiences across every network 
       — even those you don’t own

Eliminates blind spots with vantage points 
across internet, cloud, enterprise networks

Correlates performance across every layer 
and predicts problems with AI 

Integrates across the entire Cisco portfolio
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Integrations extend visibility into owned 
and unowned networks
Access data sources and extend the functionality of Splunk

Network visibility Assurance

Enable monitoring and 
control of owned networks

Splunk + Meraki, Catalyst

Deliver seamless 
digital experiences

Splunk + ThousandEyes
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What is Splunk?

Splunk is a high volume, real-time 
search engine that can take in any data, 
from any source, in any format
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Splunk is a high-volume, real-time search engine that can take in any data from any 
source in any format

End-to-end, real time 
visibility

All your data in the one 
place with no 
sampling/blindspots

See

Investigate across 
massive data sets and 
take action fast

Search, dashboard, 
alert & report

Act

Extend the platform to 
use data to solve 
problems across the 
business

Extend

What is Splunk?
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Successful engagements are long term partnerships

Collaboration service 
monitoring enabled

Simplified tool 
landscape

$500k savings

Security incidents 
Reduced MTTD by 87%
Reduced MTTR by 50%

Cloud Monitoring
Apps, Serverless, IaaS

Security automation 
enabled

Offset 3 FTEs

ExCo visibility on 
workplace usage

Workday process 
automation

50 days saved annually

Automated Incident integration 
with ServiceNow

Client Platform Incidents
Reduced MTTD by 70%
Reduced MTTR by 70%

Compliance Reporting
99.5% reduction in effort and 

improved accuracy

Workday Incidents
$25k cost reduction per P1

Centralised visibility 
across assets

Collaboration Service
70% reduction in MTTD Workday incidents

Reduced MTTD by 90%

Real-time security dashboards
Reduced gaps in security visibility

Simplified tool landscape
$0.8m savings

Brilliant Basics
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How Cisco and Splunk advance digital resilience

Network Monitoring

Distributed 
Enforcement
Automated 

Repair

Catalyst 
Center ISE

Catalyst SDWAN

Meraki

ThousandEyes

UCS

Nexus, ACI

Duo

Secure Firewall

Secure Network 
Analytics

Secure Email
WSA

Multicloud 
Defense ASA

Secure Malware 
Analytics

Secure Access
Umbrella

Talos

XD
R

XDR

AI Defense

Security 

How do seemingly 
independent alerts correspond to a 

threat?  And how can I 
enforce at the source?

Application and 
Infrastructure 

How can I improve performance of 
my 

hybrid, three-tier and cloud-native 
applications?

Network 
Performance 

How do network events 
impact user experience, application 

performance, 
and business metrics?

Threat Detection

Distributed 
Enforcement
Automated 

Remediation

External data sources

Right Data, Right Analytics, Right Actions
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Prevent issues before they affect customers, remediate rapidly, and 
adapt to new opportunities

Security

Gain comprehensive threat 

prevention, detection, 

investigation, and response for 

organizations of any size and 

security maturity

Observability

Prevent downtime and optimize 

experiences with visibility and 

insights across end-to-end 

services, including owned and 

unowned environments

Assurance

Enable seamless end-to-end 

connectivity across cloud, 

internet and enterprise 

networks to assure the delivery 

of applications and services

Digital Resilience
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Delivering the essential elements of a Unified TDIR Platform 

The foundation for the SOC of the future

True
Multi-Vendor

Flexible 
Deployment

Models

Logs Events Alerts Telemetry

Unified Analyst Experience
Workflows | Case Management | Collaboration

GenAI for SecOps
Summarization | Natural Language Search | Reporting

Common Services
Threat Intelligence | Assets & Identities | Risk Intelligence

Data Management & Federation
Filter | Mask | Route | Access

Investigation
Risk-Based Alerting | 

Threat Hunting | Integrated 
Analytics 

Threat Detection
Static | Dynamic (ML) | 

Pre-Built | Custom | 
Authoring

Response
Enrichment | Automation | 
Orchestration | Playbooks 
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Fast time-to-value using pre-built Splunk TAs to get data in from Cisco software & appliances

Centralised visibility across Cisco infrastructure

Pre-built Splunk alerts & dashboards

Splunk App for Content Packs

Splunk Add-On for Cisco UCS

Pre-built Cisco integrations to Splunk on Splunkbase

Networking Security Collaboration Computing Observability

Splunk Add-On for AppDynamics

Cisco WebEx Add-On for Splunk

Cisco Networks Add-on for Splunk Cisco Catalyst Add-on for Splunk

Add-on for Cisco Identity Services

ThousandEyes Add-on for Splunk

Cisco CDR Reporting and Analytics

+ more on Splunkbase

+ more on Splunkbase

C
is

c
o
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o
rt

fo
lio

Cisco WebEx Meetings App for Splunk

Wireless LAN 
Controller

Routers Catalyst Switches

Nexus Switches

Endpoints

Firewalls Cisco Umbrella

Identity Services 
Engine (ISE)

Cisco Unified 
Communications 
Manager (CCUM)

Cisco UCS

ThousandEyes

Cisco Networks App for Splunk

Cisco DC Networking Cisco Security Cloud

Cisco Enterprise Networking for Splunk Platform

Cisco ThousandEyes App for Splunk 
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Detect threats and investigate 
issues with context

Search, monitor and investigate 
for real-time security monitoring

Troubleshoot mission-critical 
apps and infrastructure

Reduce noise, detect more 
threats and identify risk with 
AI/ML powered detections

Prioritize issues based on 
business impact

Accelerate incident investigations 
and response using automation

Prevent outages & accelerate 
MTTR with guided root cause 
analysis

Maximize SOC efficiency with 
integrated threat detection, 
investigation and response 

Standardize observability 
practices across teams

Observability
ITOps, Engineering

Assurance
ITOps, NetOps

Foundational visibility

Guided insights

Proactive response

Unified workflows 

See across environments

Get ahead of issues

Collaborate seamlessly

Security
SecOps

Detect issues with baseline 
network performance benchmarks

Diagnose issues with network 
metrics to localize and identify 
external points of failure

Mitigate and remediate network 
failures proactively with automation 
and integrations across Cisco

Predict and optimize network 
performance with coordinated 
recommendations

Accelerated by AI

The path to greater digital resilience.
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Digital Resilience outcomes

Cisco and Splunk allow customers to correlate their business and 
technical services.

ThousandEyes and Splunk assure digital experiences through            
end-to-end visibility into networks, applications, and user experience.

Digital resilience is achieved when the network, security, 
and observability come together.
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How does this match with how you 
view digital resilience in the market?
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What are you currently doing for your 
clients around digital resilience?
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What do you wish Cisco was doing 
more of around digital resilience?
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Is this problem something you’re 
seeing day-to-day in the trenches?
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Are there any gaps you see around 
how Cisco does resilience?



How are we delivering 
on this NOW?
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Deep Network Model
The most advanced 
networking LLM 

Purpose-Built for Networking 
20% more precise reasoning for troubleshooting, 
configuration, and automation.

Trusted Training 
Fine-tuned on 40+ years of CiscoU and 
CCIE-level expertise.

Continuous Learning
Evolves with live telemetry and real-world 
Cisco TAC and CX insights.

0.00

0.10

0.20

0.30

0.40

0.50

0.60

0.70

0.80

0.90

1.00

GPT-4o Llama GPT-4o

mini

Gemma Cisco Deep

Network

Outperforms general models by ~20%

Accuracy on CCIE-style MCQs (590-question benchmark, May 2025)

General model benchmark Cisco-trained model
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BETA | Now

New Networking 
Skills for AI 
Assistant
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ALPHA | OCTOBER

AI Canvas

Collaboration across multiple 
users (NetOps, SecOps and 
execs)

Troubleshooting and execution 
across multiple domains

Built on the foundation of the 
Deep Network Model
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Digital resilience

Security
• XDR

• Splunk Enterprise Security

• Splunk SOAR

• Splunk Asset  & Risk 
Intelligence 

• Splunk Attack Analyzer 

Assurance
• ThousandEyes

Observability
• Splunk Observability Cloud

• IT Service Intelligence

• AppDynamics 

How Cisco can help

Our products and solutions
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Integrations to protect your entire digital footprint

Enhance defense against known 
and unknown threats

Splunk + 
Cisco Talos

Threat intelligence

Accelerate detection, 
investigation, and response

Splunk + Cisco 
Security Cloud App

Security alerts 
and context

Get protection for building, using 
and innovating with AI

Splunk + 
AI Defense

Secure AI
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